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MPA INTERNAL AUDIT STRATEGY
INTRODUCTION

1.1. This document sets out the strategy for Internal Audit for April
2008 to April 2011. It demonstrates how Internal Audit supports
the overall aims and objectives of the Metropolitan Police
Authority (MPA) and the Metropolitan Police Service (MPS) while
maintaining its professional standards.

THE METROPOLITAN POLICE AUTHORITY

Role

2.1 The Metropolitan Police Authority is the relevant statutory authority under

the Greater London Authority Act 1999 for the Metropolitan Police Service.
In secondary legislation, the Accounts and Audit Regulations 2006
(Statutory Instrument 2006/564) charge the relevant statutory authority
with responsibility for the provision of a system of internal audit. The
Authority is required to conduct an annual review of the effectiveness of
the system of internal audit. The Home Office Financial Code of Practice
(1994) requires a police authority to form an audit committee chaired by a
member of the authority (other than the chair) and operated as
recommended by the 1992 Cadbury report.

MPA Corporate Governance Committee

2.2 The Metropolitan Police Authority (MPA) has set up a Corporate

3.

Governance Committee consisting of members of the MPA and co-opted
advisers to discharge its responsibilities under the legislation and
associated Chartered Institute of Public Finance (CIPFA) Codes of
Practice. The Chief Executive has delegated authority from the MPA to
ensure that there are adequate arrangements for the provision of internal
audit and is the line manager of the Director of Internal Audit. The Chief
Executive, Deputy Chief Executive, Treasurer, Director of Strategic
Financel (or another member of the Management Board of the MPS) and
Director of Internal Audit attend the formal Committee meetings, along with
the Audit Commission, co-opted advisers and relevant senior MPA and
MPS officers for the risk management and health and safety portfolios that
form the backbone of the rest of the Committee’s responsibilities.

THE ROLE AND PURPOSE OF INTERNAL AUDIT

3.1Internal Audit is defined as "an assurance function that provides an

independent and objective opinion to the organisation on the control
environment,2 by evaluating its effectiveness in achieving the
organisation’s objectives. It objectively examines, evaluates and reports
on the adequacy of the control environment as a contribution to the proper,

1 The Director of Strategic Finance facilitates the work of Internal Audit on behalf of the
Commissioner.
2 The control environment comprises the systems of governance, risk management and
internal control.



economic, efficient and effective use of resources.” (CIPFA Code of
Practice for Internal Audit in Local Government in the United Kingdom
2006)

3.2Internal Audit assists both the Metropolitan Police Authority and the

Commissioner in the discharge of their responsibilities for the policing of
London.

3.3Internal Audit is an agent for change for the better. As such, Internal Audit

4.1

4.2
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4.4

advises on best practice and recommends improvements in control to help
management reduce the risk of loss, error, fraud or abuse.

4. STRATEGIC AIMS

Internal Audit will support the Metropolitan Police Authority in its
mission to secure an effective, efficient and fair police service by
providing the Treasurer and the Corporate Governance Committee with
reports and analyses of the adequacy and effectiveness of internal
control within each area or system under review in the MPS or the
MPA. The Director of Internal Audit will provide, at least annually, an
opinion on the degree of adequacy and effectiveness of internal control
within the whole organisation The Director of Internal Audit’'s annual
opinion on internal control is an integral part of the Annual Governance
Statement provided by the Authority with its published annual financial
accounts.

Internal Audit will support the Treasurer and the Metropolitan Police
Authority in the discharge of statutory functions in relation to audit and
control. This includes the Treasurer's responsibility: to ensure that the
financial affairs of the authority and the MPS are properly administered
and that financial regulations are observed and kept up to date;
reporting any unlawful or potentially unlawful expenditure; to satisfy the
Treasurer and the Authority that effective internal control systems are
in place and to satisfy the external auditor that financial systems and
internal controls are effective, and that the police fund is managed so
as to secure economy, efficiency and effectiveness.

The work of Internal Audit primarily supports two of the five priority
aims of the Metropolitan Police Authority’s Corporate Strategy. (1)
Holding the Commissioner rigorously to account for continuing
improvement in the effective operational and organisational
performance of the MPS and (2) Driving the MPS to make the most
efficient and cost conscious use of its officers, staff and other available
resources. It also contributes to priority aim (5) in the delivery of a
more efficient and effective MPA which continues to be fit for purpose.

Internal Audit will contribute to the Metropolitan Police Service
objective of working together for a safer London through professional
audit reviews with effective recommendations for improving systems
that support the policing of London.



4.5

Internal Audit will assist the Commissioner in the discharge of financial
responsibility delegated to him by the MPA and contribute to the
objective of ensuring that systems are secure and safe against
corruption through:

e evaluation of the adequacy and effectiveness of the corporate control
framework;
risk based reviews of all internal systems;
advice on the adequacy and effectiveness of planned controls in new and
developing systems;
promulgation of best practice across the MPS;
advice on the prevention and detection of fraud affecting the MPS and,
investigation of waste or abuse within the systems that support the policing
of London.

4.6

Internal Audit will comply with all obligations, statutory or otherwise, in
relation to race and diversity in both the way it conducts its business
and its internal management. In particular it will support the MPA in
achieving its aims in relation to the General Duty of the Race Relations
Amendment Act 2000 [RR[A]A 2000], duties in relation to disability,
gender and age, as well as various GLA and MPA initiatives. It will
conduct appropriate and proportionate equality impact assessments.
Internal Audit staff and contractors will ensure that they conduct
themselves professionally and appropriately, and in accordance with
the policies of the MPA at all times in their role as representatives of
the Authority.

4.7 Internal Audit will support the Best Value process both through
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application of published Audit Commission guidance for internal
auditors and by ensuring that the best value principles are also applied
to the work of the Internal Audit Directorate.

Internal Audit will help ensure the Metropolitan Police Service
discharges its national responsibilities prudently and effectively through
audit reviews of all systems and resources used by the MPS to support
national Home Office policing objectives.

Internal Audit will conduct its work in accordance with and within the
powers and responsibilities assigned to the Director of Internal Audit
and the Internal Audit function in the current approved regulations of
the Metropolitan Police Authority.

Internal Audit will meet its obligations under the Audit Commission’s
National Fraud Initiative to the required standard and within the
specified time frame.

Internal Audit will co-ordinate its programme of work with the planned
work of the external auditors provided by the Audit Commission to
ensure the optimum effective audit coverage to enable the external
auditors to place suitable reliance on the work of Internal Audit.

TARGETS TO ACHIEVE STRATEGIC AIMS
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(4.1) Reviews carried out meet the standards set out in the CIPFA
Code of Practice for Internal Audit and the MPA Internal Audit Manual.
The annual programme of work agreed by the Corporate Governance
Committee is carried out to these standards. Each team leader
ensures that their agreed programme of work meets these required
standards. Assistant Directors carry out post audit evaluations to
ensure that standards have been met.

(4.1 continued) Unless the scope of work for the audit changes, work
is completed within the agreed time-scales. Where matters arise
during the audit that require urgent or immediate action, an Emerging
Findings Note is prepared and issued in advance of the normal
reporting process. The Emerging Findings Note must be cleared with
the Director of Internal Audit. Except where agreed otherwise,
discussion drafts are issued within three weeks of completion of
fieldwork and formal draft reports within one week of the discussion
wash up meeting. Final reports are issued within one week of receipt
of an acceptable written reply to the formal draft report.

(4.1 continued, 4.5 and 4.6) The Director of Internal Audit issues post
audit questionnaires to the senior line manager responsible for the
audited system to establish their view of the appropriateness of the
behaviour of MPA Internal Audit staff during the audit and the
effectiveness of recommendations made as a result of the audit. All
high-risk audits are followed up six months after the issue of the final
report (medium/low risk are followed up within twelve months) to
ensure that accepted recommendations have been implemented and
are working effectively.

(4.1 continued) The risk assessment used to update the Audit Needs
Assessment clearly shows the link between the overall objectives of
the MPS, the operational, business and financial risks associated with
achieving the objectives and the associated need for internal audit
work. Top MPS management and other relevant stakeholders are
consulted at regular intervals to ensure that the Audit Needs
Assessment appropriately reflects the perceived operational, financial
and business risks of the MPS and the MPA.

(4.2 and 4.3) There is an annual process to update the risk
assessment and establish the priority systems for review in the
following financial year. Where, during the course of audit, advisory or
investigative work the need to promulgate examples of good practice
occurs, Best Practice notes are prepared and issued as soon as
practicably possible. Best Practice notes and advice on the prevention
and detection of fraud pass through a quality assurance process firstly
with senior audit management and secondly with appropriate senior
management before issue. Planned control advice on new and
developing systems is risk assessed against other planned advice to
determine priorities before any significant resources are committed.
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(4.2 continued) Internal auditors, audit team leaders and senior audit
management (including the Director of Internal Audit) are appropriately
professionally qualified and experienced as auditors. All qualified
auditors must be able to demonstrate post-qualification internal audit
experience. Appropriate professional qualifications for internal auditors
are the PIIA or better of the Institute of Internal Auditors, the AAT, a
professional accountancy qualification 3 or a Masters degree that
includes a substantial element of internal audit work. More senior audit
grades have the MIIA or professional accountancy qualification or
Masters degree with a substantial element of internal audit work. The
Directorate is committed to continuing professional and personal
development. Each member of staff is appraised annually, allocated
an agreed personal development plan and given time for training.
(Standard Job Descriptions for each grade have also been drawn up
based on the IAD Strategy.)

(4.2 continued) Investigations are supervised or conducted by staff
with either appropriate detective training/experience or other relevant
fraud investigation experience of not less than three years.
Investigators have an up to date working knowledge of PACE and
other relevant criminal law. They also keep up to date with relevant
Personnel policy and rules in relation to behaviour likely to constitute
gross misconduct. Analytical work to support specific investigations is
carried out or supervised by a member of staff who has been trained as
an Analyst. Proactive analytical research in to areas of potential fraud
or abuse is risk based in order to determine priorities. Any analytical
work involving personal data meets the requirements of the Data
Protection Act except where separate arrangements have been agreed
with the Information Commissioner.

(4.2 and 4.3 continued) The results of investigations are recorded and
for each investigation there is a report signed by the investigator
recommending the appropriate course of action to either the police or
those responsible for discipline. The outcomes of investigations are
recorded and an assessment both of the quality of our investigation
and the appropriateness of action taken on our reports are made once
each inquiry has concluded by an officer senior to the individuals who
conducted the investigation or wrote the report.

(4.2 and 4.3 continued) Advisory work, including Internal Audit help-
line responses and control advice on new and developing systems is
properly recorded and meets the standards set out in the CIPFA Code
of Practice for Internal Audit and our own Internal Audit Manual. Help-
line requests receive an initial response within 24 hours (even if this is
to confirm that a full response will follow in due course). Any help-line
response or request for advice requiring an audit opinion or
recommendation is authorised by an Assistant Director or above. Care
is taken to ensure that any opinion or recommendation is consistent

3 This applies only to accountancy qualifications awarded by CIPFA, ACCA, CIMA and the
Institute of Chartered Accountants.



with or updates any previous advice or audit reports covering the area
or subject concerned.

5.10 (4.3 continued) Any such reports or analyses requested are provided
promptly and accurately within the specified time-scales. All reports to
the Metropolitan Police Authority and/or the Commissioner are
reviewed and authorised or issued by the Director of Internal Audit.

5.11 (4.4,4.6 and 4.7) The targets set out at 5.1 and 5.2 also apply here.
Auditors aim to complete all tasks within the specified time-scales. All
staff have a responsibility to ensure that any statutory deadlines are
met for work to be provided to either the Chief Executive, Treasurer,
external auditors, or, the Metropolitan Police Authority.

5.12 (4.6 continued) All staff conduct themselves in accordance with laid
down guidance produced by the Metropolitan Police Service, the
Metropolitan Police Authority, the Greater London Authority,
professional standards or, internally by the Director of Internal Audit.
Staff familiarise themselves and ensure that they apply the leadership
principles, the MPA Equality and Diversity Policy, the Joint MPA/MPS
Equality Statement, the MPA Equal Opportunity and Diversity
Objectives the MPA Staff Handbook, MPS ethical guidance and the
Code of Ethics of the Institute of Internal Auditors. 4

5.13 (4.6) Internal Audit draft annual plans are prepared in liaison with those
preparing the Scrutiny and Best Value review programme to minimise
the risk of duplication of effort, and where necessary, to ensure that
audit work supports best value.

5.14 Appropriate benchmarking and performance information within Internal
Audit is promptly and accurately recorded, compared regularly with other
appropriate audit departments and reported to the Corporate Governance
Committee.

5.15 (4.8) The priority of work in this area is determined in discussion with
the relevant external stakeholders (e.g. Home Office Internal Audit and the
NAQO) and by risk comparison with the programme identified for systems
supporting the MPA. All such work is conducted in accordance with the
CIPFA Code of Practice for Internal Auditors, the MPA Internal Audit
Manual and only by staff with appropriate national security clearances.

5.16 (4.9) All staff will ensure that they do not breach the current financial
and procurement regulations of the Police Authority. Staff will familiarise
themselves with the relevant regulations of the MPA that impact upon the
work of Internal Audit. Auditors, investigators and their line management
will not abuse or exceed any powers granted in the regulations in relation
to Internal Audit work. The powers in the Authority’s regulations in relation

4 References to staff also apply to temporary employees and contractor staff working for MPA
Internal Audit. It will be the responsibility of the Directorate Internal Audit Training Liaison
Officer to ensure that all new staff and contractors are aware of the required standards in this
section.



to Internal Audit cannot be delegated to staff in or contractors to Internal
Audit other than those employed either as investigators or auditors or
analysts.

5.17 (4.10) Analysts and Investigative staff assigned to support work under

the National Fraud Initiative (NFI) will ensure that they are aware of and
meet deadlines set by the Audit Commission for dealing with and reporting
the outcome of NFI work.

5.18 (4.11) In drawing up the programme of work for the year due

6.3

6.4

consideration will be made as to the availability of time to conduct
appropriate work that can be relied upon by the external auditors on
material financial systems, taking into account the significance of other
risks and priorities identified by top management and in the Audit Needs
Assessment. Where a programme of work has been agreed with the
external auditors on material financial systems, team leaders will ensure
that the work is conducted in sufficient time and to the required standards
for external auditors to be able to place reliance on the work under the
International Auditing Standards and supporting Audit Commission
guidance and codes of practice.

6. STRATEGIC APPROACH

6.1All internal audit work is risk based (i.e. priorities determined on the
basis of the risk to the MPS and the MPA if the work is not carried out).
This is achieved by using a risk analysis to prepare an Audit Needs
Assessment (ANA). The ANA identifies all systems within the service,
determining their relative importance, the frequency with which each
should be audited, the inherent and current risk of each system and the
anticipated resources to audit that system. The ANA also identifies
other review activity that might impact upon the required level of
internal audit coverage including reference to the MPS Risk Register.

6.2 The approach to achieve the strategy is based around the provision of
four distinct types of internal audit service. These are: a core
programme of systems audit reviews; reviews of specific operational
units; advice on new and developing systems; and, a forensic internal
audit service to advise on and investigate potential fraud and abuse.
The Directorate is structured in line with the strategic approach.

Systems audit reviews. These reviews, based on the standards laid
down in the CIPFA Code of Practice for Internal Audit, provide much
of the evidence to support the Director of Internal Audit's opinion on the
adequacy and effectiveness of internal control. This work is planned to
ensure that every auditable system should be audited at least once
every five years. Systems deemed to be at higher risk are audited
more frequently over the five-year cycle.

Control advice for new and developing systems. Thisis a
preventative activity designed to add value to the Metropolitan Police
Service. Internal Audit expertise on control and best practice in
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systems is used to assist those responsible for developing systems
and creating new systems. Advice given on specific projects is
supplemented by general guidance either across the whole of MPS or
to specific target audiences through the issue of Internal Audit Advice
Notes.

Operational unit reviews. These reviews supplement the systems
audit programme by evaluating the financial and business controls at
local command unit level. Such reviews are designed to cover all
boroughs and specialist areas over a five-year cycle. This work is
intended to achieve a number of specific objectives. Particularly: to
provide local advice and support on control issues; to ensure that the
deterrent effect of internal audit in preventing fraud or abuse is used to
its full; to provide information to support systems audit reviews and; to
provide a visible internal audit presence at the sharp end of the
business.

Forensic Internal Audit service. Forensic internal auditing goes
beyond the systems audit approach to investigate specific concerns.
The role is mainly to detect fraud and abuse although those engaged in
the work also provide their expertise to help prevent future fraud and
abuse. Forensic internal auditing proactively reviews data and
information about the business of the Metropolitan Police Service and
the Metropolitan Police Authority to detect potential fraud and abuse
and reactively investigates matters drawn to our attention either
through the Right Line, management or staff contact direct or, routine
systems audit work. Investigations are designed to establish whether
there is any criminality. If criminality is established, the case is handed
to the appropriate police officer. If gross misconduct is discovered the
matter is referred to the appropriate personnel officer or line manager.
If the allegation under investigation is not substantiated then the
individual concerned is cleared by our report.

Forensic internal auditing not only helps to enforce the effectiveness of
internal controls but also establishes whether there is evidence to
substantiate the existence of a crime. This process frees up
operational police resources from being involved in investigations
within the MPS instead of policing the streets of London.

Other review activity. To operate effectively internal audit must take
into account other review activity in the organisation. Some activity,
such as data quality audits and security checks can supplement the
overall audit opinion. The quality of local inspection and review activity
can also help decide whether there is adequate and effective
management supervision and control in an area under examination.
Ethical audits and reviews of operational practice inform the audit
opinion and can lead to an appropriate adjustment of internal audit
priorities and amount of audit coverage.

Internal Audit operates in liaison with but independently of the
inspection and review process at local and central units. Where
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appropriate, joint working or exchange of information or staff may take
place. Internal Audit is not a substitute for nor a duplication of
inspection, review and other activity by local management to enable
them to have adequate and effective control over the use of staff and
other resources assigned to them. Internal Audit does, however, assist
and advise local management and those engaged in local inspection
and review activity where appropriate.

Central inspection and review functions, such as the Inspectorate, Risk
Management and Health and Safety teams, both help supplement the
internal audit opinion and also represent areas where is important to
ensure that there is mutual co-operation and agreement on priorities in
programmes and reviews. This is not only to ensure that programmes
of work do not overlap either in subject matter or timing, but also to
ensure that the MPS as a whole has the optimal level of audit and
review activity consistent with the needs of the organisation. It is the
responsibility of the Director of Internal Audit to ensure that the Audit
Needs Assessment is comprehensive and to determine where other
review activity has reduced risk or reduced the current need for
coverage by Internal Audit.

The Director of Internal Audit takes into account planned Best Value
and Scrutiny review work in determining Internal Audit priorities in the
annual planning and medium term planning process. Work is planned
either to inform future scrutinies and reviews, to supplement reviews or
to evaluate the adequacy and effectiveness of the Scrutiny and Best
Value review process. Internal Audit does not, however, carry out
Scrutinies or Best Value reviews, as this will compromise the
independence of Internal Audit. Staff in Internal Audit may advise or
assist scrutiny or review activity where appropriate.

Wherever Internal Audit takes into account other review activity,
whether internal or external, there is a need to assess the relevance,
quality and adequacy of the other review activity before determining
any change to planned internal audit coverage or programmed work.
Any such changes are put through the Corporate Governance
Committee for approval at the earliest opportunity.



