Appendix 1

Review of Internal Audit

Metropolitan Police Authority
DISTRICT AUDIT

Audit 2000/01

delivering public andit
For the Audit Commission

Summary Report

Action Plan

Jon Hayes

Paul Grady

March 2002



Review of Internal Audit Report
Metropolitan Police Authority

Introduction

Internd Audit forms akey part of the corporate governance arrangements put in
place by the Authority to ensure adequate internd control. Following the
introduction of the new Code of Audit Practice in March 2000, one of our key
tasks isto consider whether the Authority hasin place adequate arrangements to
stidy itsdf that its sysems of internd financid control are adequate and
effective in practice.

We undertook a detailed assessment of internd audit’s performance againgt its
own professiona standards, which are based on those set out in CIPFA’s Code
of Practice (the Code). The Code provides claification of theinterna audit role
and respongbilities.

This report summarises the findings of our review. Where revart,

recommendations for action have been made and these are detailed in the
attached action plan.

Objectives and scope

Our review assessed the following aspects of the internd audit function:
Objectives and scope
Independence
Saffing and training
Redationships
Due care
Panning and controlling
Recording
Evduation of internd controls
Evidence
Reporting and follow up.

We held discussons with key interna audit staff, reviewed recent interna audit
reports and recommendations and reviewed in detall the files for five audits
completed during the audit year 2000/2001.
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Main conclusions

In our interim assessment of internd audit, we reported that “it is clear that
interna audit work is of the type of qudity that we would be ableto rey on”.
The findings of our detailed review do not give us cause to amend that view and
in the main, we are pleased with the quality of interna audit identified during our
audit.

We found that, subject to our recommendations for improvement, interna audit
achieved the required professond standards. We welcome the revised internd
audit manua and strategy, the risk based gpproach to planning that has been
gpplied and the production of the strategic, annua and operationd plans. This
provides for the review of dl systems over afive year period and an assessment
of the audit resources required to fulfil this objective.

We aso welcome the audit approach taken by internd audit in the use of the
Control Evauation Records (CERS) on each file. This provides that al
gopropriate controls within a system are identified and evauated to ensure that
the system control objectives are met, and accords with recommended practice.
The practice of collating these CERs in asummary permanent audit file, together
with the testing summary, the key findings and the subsegquent recommendations
to be reported, provides a clear, high-levd trall of interna audit work and
thought processes. Thiswill, in future years, asss in andysing trends and
wesknesses over time and in evaluating the effectiveness of interna audit
recommendations for improvement.

We identified scope for improvement in a number of aress, for examplein the
controlling and monitoring of audits and in cross-referencing audit
documentation. The 2000/2001 internal audit programme dipped considerably
dueto avariety of reasons, including a high saff turnover and the diversion of
resources to unforeseen high risk reviews. This resulted in a coverage of only
66% of the origina audit plan. In addition, delays are often experienced between
the commencement and completion of audits, and between the completion of
audits and the issue of afina report.

We acknowledge that thisis often for reasons beyond the control of interna
audit, and internd audit’s intention to achieve a full staff complement should
a5 in addressang thisin future years. We dso welcome interna audit’ s flexible
and responsive gpproach in managing such stuations as they arise. High risk
audits have remained prioritised throughout the audit year and we note that the
proportion of time spent across the various interna audit areasisin line with the
coverage origindly intended in the strategy and annua audit plan. All revisonsto
the audit plan and diversion of audit resources were gpproved by the Audit
Pandl.

The amount of time charged to audits also appears high compared with our
experience of other audits, which indicates possible wesknesses in the
arrangements for monitoring and controlling audits.
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The following sections summarise our findings in respect of each of the
professiona standards relating to interna audit, as set out in the CIPFA Code.
Detailed recommendations for improvement are contained in the attached action

plan.
Objectives and scope

Theinterna audit strategy clearly sets out interna audit’s ams and objectives,
and how the achievement of these objectives will be evauated and measured.
The Financid Regulations aso refer to interna audit’s terms of reference. These
could be updated, however, to clarify internd audit’ s rights of accessto
Members, appropriate records and assets, personnel, senior management
(induding the Commissioner) and their unredtricted range of coverage of the
Authority’ s operations, in accordance with paragraph G5 of the Code.

Independence

No concerns were identified with interna audit independence in terms of
organisationa status and persona objectivity. The Director of Internd Audit has
the freedom to determine internal audit priorities and has direct access to, and
freedom to report to, al senior management, the Audit Pand and Members of
the Authority. The independence of internd audit is strengthened by its status as
a separate department within the Authority.

Staffing and training

Interna Audit has a comprehensive and structured training programme which is
taillored to the needs of the individua. Performance targets are set, as detailed in
the Internd Audit manud, which are designed to ensure individud auditors assst
interna audit in achieving its srategic and professiona objectives.

However, the internal audit function has been staffed below its establishment for
some time. In conjunction with other factors, such asthe diversion of resources
to unforeseen high risk reviews and a high staff turnover, this has led to dippage
in annud audit plans.

Relationships

Interna Audit establishes and maintains high level reationships with key
directorates and senior management, aswell as with both internal and externd
review bodies. The Authority is currently in the process of evaluating its own
corporate risks and priorities, and once thisis completed, interna audit will need
to ensure that its own identified risks and priorities are consstent with those
identified by the Authority.
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Due care

Internal audit has adopted the standards of the Ingtitute of Interna Auditors
(I1A) and CIPFA. In addition, its own performance indicators, as set out in the
revised interna audit manua, state that auditors must adhere to professiona and
ethical sandards. Adherence to these standards is monitored through the
gopraisa system.

At present, no formd qudlity review of filesis undertaken other than those
reviewed by senior management prior to the issuing of areport. Although a peer
review mechanism has been established, saff shortages and adiversion of
resources have prevented its implementation. Internd audit recognise the fact
that thereis scope for increasing the level of qudity and peer review of filesto
ensure consstent and adequate qudity standards are maintained within interna
audit files and working papers.

Planning

We welcome the comprehengve planning structure in place. Therolling five year
risk assessment and evauation of resources required to audit dl sysemswithin a
five year period informs the annua audit plan, which in turn informs the quarterly

operationd plan.

Although the annua plans are based on likely audit resources for the coming
year, Saff numbers have fdlen further below predicted levels, and the intended
workload has dipped. The use of consultants to undertake the excess workload
isonly partialy effective due to the increased resources required to monitor such
work.

Interna audit has ensured that high risk audits are prioritised and carried out, but
there isarisk, due to the annud dippage in plans, that medium and low risk
audits may not be covered over the five year period.

Controlling

Internd audit has in place arrangements to ensure the consistency and quality of
audit reports. However, there is, at times, little evidence of review of working
paper files and detailed testing.

Details of audit time and cost are maintained on a database and the most costly
audits analysed. The amount of time charged on certain audits appears high
compared with our experience of other audits, even taking into account the
increased size of audits at this Authority. This suggests some weekness in the
effectiveness of internd audit’s monitoring and control of audits as they progress,
ensuring that they adhere to the agreed scope and terms of reference. Interna
audit recognise that their effectivenessin this area has been less than robust and
are taking steps to improve their performance.
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Recording and Evidence

Whilst the permanent audit files are clearly and consstently structured,
referenced and indexed, there is often alack of an audit trail between the
permanent files and the supporting working paper files. The working paper files
can be difficult to follow, with little in the way of a congstent structure or audit
trall.

Internd audit thought processes are clearly documented within the high leve
permanent files. However, thereislittle documentation, within the detalled
working paper files, of the audit trail or the audit approach adopted for detailed
testing and little evidence of review of working papers throughout the files.

Internal audit files contain a substantia amount of evidence. However, the
weaknesses in the structure and referencing within the detailed working paper
files can make it difficult, for an auditor not familiar with the audit, to evauate the
extent to which the evidence obtained supports the audit findings and
conclusions.

Evaluation of internal controls

Internal audit has in place arrangements to ensure the range of systems across
the Authority are evduaed in the form of itsralling five-yearly risk assessment
and evaluation of audit resource needs. There are aso arrangementsin place to
ensure the gppropriate system controls are identified, tested and evauated when
undertaking individua audits.

Reporting and follow up

In generd, interna audit reports are well structured, easy to follow and present
the findings and recommendations for improvement in a concise and clear
manner.

Interna audit are aware that there has been dippage in their follow up of
recommendations. As at the date of our review, only 63% of high risk
recommendations made by internal audit during 2000/2001 had been
implemented. The ddaysin undertaking follow up audits may be a contributing
factor to this, dthough respongbility for implementing audit recommendations
lies with the relevant departments. In the absence of formal follow up reviews,
internd audit do check the progress made on implementing recommendeations
with telephone calls and correspondence.

Internd audit have now implemented a standardised assurance rating system to
enable them to highlight to officers the sgnificance of any system wesaknesses
identified in the audit on a consstent basis.

There are a times ddays between the completion of audit work and the issuing
of afinal report. We acknowledge, however, that thisis often for reasons
beyond the control of interna audit.
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